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This Talk will cover

• Necessary basics from Windows NT architecture:

• To grasp system calls and later direct- and indirect system calls 

• What are system calls in general? 

• Why are they necessary?

• How are they used in Windows OS?
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This Talk will cover

• What are direct system calls?
• Why do red teamers need direct system calls?

• Concept of direct syscalls on Windows OS

• What are indirect system calls? 
• Why red teamers need indirect system calls?

• Comparing direct syscall and indirect syscall technique 

• Limitations of indirect syscalls? 
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This Talk will cover

• How to build indirect syscall shellcode loader step-by-step?

• Compare different loaders -> Call Stack Analysis 

• EDRs -> Event Viewer for Windows (ETW)

• Introduction DEF CON 31 workshop material 

• Summary and closing
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This Talk covers not 

• Encoding or encrypting shellcode 

• Unbacked Memory regions

• Memory pages RWX, RX etc. 

• Shellcode storage (locally, remote) (entropy) 

• Does not cover call stack spoofing or how to spoof the entire call stack 
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Chapter One
Windows OS: System Calls



What is a System call or Syscall? 

• Every syscall is related to a Native API (NTAPI):

• Part of syscall stub within Native API 

• Each syscall specific syscall ID or System Service Number (SSN)
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Why are Syscalls needed? 

• Responsible transition from user mode to kernel mode 

• Why access Windows kernel?

• Access to hardware (scanners, printers etc.)

• Network connections, send and receive data packets

• File system access

• Etc. 

20© Daniel Feichter – RedOps GmbH (2022)



Transition: Windows User Mode to Kernel Mode
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Reference: https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/overview-of-windows-components



Practical Example: Notepad saves a File to Disk

• Save file with notepad to disk, notepad is required to:

• Access the file system 

• Access required device drivers

• The problem à both components placed in the Windows kernel

• The solution à system calls aka syscalls
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Practical Example: Notepad saves a File to Disk
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Summary: System Calls

• Responsible transition from user mode to kernel mode

• Every system call à specific syscall ID and related to specific NTAPI

• Syscall stub/syscall retrieved from ntdll.dll 

• System call à part of syscall stub from NTAPI

• Enable temporary (privileged) access to kernel mode

• Device drivers, file system etc.   
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Chapter Two
Direct System Calls



What is a Direct Syscall?

• Common red team technique to execute malicious code 

• Shellcode execution à for command-and-control channel 

• Credential dumping lsass.exe à dumpert tool from Outflank

• Allows execution of syscalls or syscall stub without using ntdll.dll 

• Hence the name direct syscalls 
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https://github.com/outflanknl/Dumpert


What is a Direct Syscall?
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Why Direct Syscalls?

• EDRs use user-mode API hooks

• Before syscall execution à Redirect to hooking.dll from EDR

• Analyze executed code or memory related to APIs at runtime

• Malicious behaviour or malware à syscall not executed
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Hooking Techniques?

• Various types of user-mode API hooking techniques, for example:

• Inline API hooking (most common) 

• Import Address Table (IAT) Hooking

• SSDT Hooking (Windows Kernel)

• Before Patch Guard kernel hooking was possible 
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User Mode Hooking Concept
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Where are the EDR hooks?

• Often placed as inline hooks in ntdll.dll à Why in ntdll.dll?

• lowest common denominator before transition to Windows kernel
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Where are the EDR hooks?

• But depending on EDR, hooks also in other DLLs!
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Are we fucked up by Hooks?

• Could EDRs simply hook all Native APIs? 

• Hooking APIs costs resources, time, etc. à EDR slows down OS

• Depending on EDR,  more or less APIs hooked 

• Generally, EDRs focus on specific APIs like NtAllocateVirtualMemory etc. 
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Identify hooks from EDR?

• Debugger, WinDbg or x64dbg to debug APIs 
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Consequences for Red Team?

• Hooks make it difficult to execute malicious code such as shellcode 

• Red Teamers use various techniques to bypass the EDRs

• Use no hooked APIs, User mode unhooking, Tamper EDRs 

• Indirect syscalls, Direct syscalls 

• In this talk, we will focus on the direct- and indirect syscall technique.
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Summary: Direct Syscalls

• (No longer) Common (red team) technique

• Allows execution of syscalls without using ntdll.dll

• EDRs hook specific APIs like NtAllocateVirtualMemory 

• Typically placed in the form of inline hooks in ntdll.dll

• Direct syscalls are used to avoid hooked APIs through EDRs

• For example, for shellcode execution, lsass dump etc. 
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Chapter Three
High Level APIs: Win32-API Loader



Win32-API Loader

• First shellcode loader à based on Windows APIs (High Level APIs)

• This is will be our reference loader

• Remember à Win32-APIs called e.g., kernel32.dll

• Syscalls are executed by default control flow 

• Win32API-Loader.exe à kernel32.dll à kernelbase.dll à ntdll.dll à syscall 
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Shellcode Declaration  

• Shellcode which should be executed 
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VirtualAlloc: Memory Allocation 

• Memory allocation in calling process
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Reference: https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualalloc
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https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualalloc


WriteProcessMemory: Copy Shellcode

• Copy shellcode to allocated memory
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Reference: https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-writeprocessmemory
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https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-writeprocessmemory


CreateThread: Execute Shellcode 

• Create new thread to execute shellcode
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Reference: https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createthread
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https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createthread


WaitForSingleObject: Thread Wait

• Ensures shellcode execution thread is finished before the main thread 

exists
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Reference: https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createthread
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https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createthread


Summary: Win32-API Loader

• Syscalls are executed by default control flow 

• Win32API-Loader.exe à kernel32.dll à kernelbase.dll à ntdll.dll à syscall

• Most EDRs -> user-mode hooking -> run into hooks 

• Used as reference loader -> step-by-step to indirect syscall loader 
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Chapter Four
Medium Level APIs: NTAPI Loader



Native-API Loader

• First modification in Win32-API reference loader 

• Transition Windows APIs (high level) to Native APIs (medium level) 

• Syscalls executed without transition from kernel32.dll to ntdll.dll

• This loader directly accesses the Native APIs in ntdll.dll

• NTAPI-Loader.exe à ntdll.dll à syscall 
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Function Pointers structure definition

• Native APIs (NTAPI) can’t be retrieved via Windows headers 

• Therefore, manually structure definition necessary  
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Memory Address Native Function

• Not using kernel32.dll à manually function loading needed

• GetModuleHandleA à handle to ntdll.dll 

• GetProcAddress -> memory address native function  
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Replace Win32 APIs

• All four used Win32 APIs are replaced by correlated Native API
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Summary: Native-API Loader

• Made transition Win32-APIs to Native APIs 

• Loader imports no longer VirtualAlloc from kernel32.dll

• Only hooks in kernel32.dll -> hooks bypassed -> but it is no real case!!!

• Because, EDR hooks also ntdll.dll, sechost.dll, win32u.dll etc. 

53© Daniel Feichter – RedOps GmbH (2022)



Chapter Five
Low Level APIs: Direct Syscalls



Direct Syscall Loader

• Second modification compared to reference Win32-API loader 

• Transition from Native APIs (medium level) to direct syscalls (low level) 

• Syscalls are executed without accessing ntdll.dll

• The necessary code to use Native APIs and syscalls instructions directly 
implemented in shellcode loader 

• DSC-Loader.exe à syscall 
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Native function structure definition

• Again, Native APIs (NTAPI) can’t be retrieved via Windows headers 

• Again, manually structure definition NTAPIs necessary 

57© Daniel Feichter – RedOps GmbH (2022)



Assembly code 

• Compared to NTAPI loader, syscall stub not retrieved via ntdll.dll 

• Directly implement syscall stub into loader à direct syscalls  
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Microsoft Macro Assembler (MASM)

• We must enable MASM support in Visual Studio 
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Summary: Direct Syscall Loader

• Made transition from Native APIs to direct syscalls

• No longer import from Win32-APIs and Native APIs
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Summary: Direct Syscall Loader

• Syscalls or syscall stubs directly implemented into .text section from loader

• User mode hooks in ntdll.dll and EDR bypassed

• Direct syscalls can be detected if EDR uses ETW à analyse call stack
• Check syscall- and return address of a Native API 

• Outside memory of ntdll.dll à 100% IOC
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Summary: Direct Syscall Loader

• To evade EDR in this context or in this context of ETW à Indirect syscalls 
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Chapter Six
Low Level APIs: Indirect Syscalls



Indirect Syscall Loader

• Third modification compared to reference Win32-API loader 

• Transition from direct syscalls to indirect syscalls

• Syscall and return instruction executed in memory of ntdll.dll

• Spoof syscall and return address check 

• Mostly same code as direct syscall loader, just a few changes
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Syscall and Return 

• Syscall and return should be executed in memory location ntdll.dll 

• Therefore, we need a few things: 

• Open handle to ntdll.dll 

• Get start address from Native API in ntdll.dll 

• Add offset and get memory address of syscall instruction 

• Store memory address in global variable   
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Open Handle NTDLL 

• API GetModuleHandleA à open handle to ntdll.dll 
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Start Address Native Function 

• API GetProcAddress à get start address of function
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Memory Address Syscall Function

• Add 12-bytes offset à memory address syscall instruction in syscall stub
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Memory Address Global Variables

• Declare globale variables to hold memory address of syscall functions
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Syscall Stub / Assembly code 

• Compared to direct syscall loader, syscall and return not executed in 

memory of loader  à jmp to memory of ntdll.dll
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Direct Syscall Stub
Indirect Syscall Stub



Microsoft Macro Assembler (MASM)

• Again, we must enable MASM support in Visual Studio 
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Summary: Indirect Syscall Loader

• Made transition from direct syscalls to indirect syscalls

• Only a part of syscall stub is directly implemented into loader
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Summary: Indirect Syscall Loader

• The syscall- and return instruction are executed from memory of ntdll.dll

• Successfully spoofed syscall and return address 

• Evade EDR user mode hooks in ntdll.dll

• Evade (partly) EDR stack analysis (syscall and return) based on ETW
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Chapter Seven
Call Stack Analysis



Call Stack Analysis

• What is a call stack in general? 
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Reference: https://www.elastic.co/security-labs/upping-the-ante-detecting-in-memory-threats-with-kernel-call-stacks

https://www.elastic.co/security-labs/upping-the-ante-detecting-in-memory-threats-with-kernel-call-stacks


x64 Calling Convention 

• First four argument of function are passed to registers: 

• RCX, RDX, R8 and R9 

• Fifth, sixth, etc. argument pushed to stack
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RCX RDX R8 R9



Call Stack Interpretation (LIFO)
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Call Stack Analysis

• Call stack or stack frame comparison of shellcode loaders 

• Win32-API vs. NTAPI vs. direct syscalls vs. indirect syscalls 

• Why? EDRs use ETW or EtwTi to analyse call stack of thread 
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Call Stack Analysis

• EDR Evasion: 

• Shellcode loader -> call stack as legitimate as possible

• Call stack perspective -> direct vs. indirect syscalls 

• Call stack perspective -> indirect syscalls limitations 

80© Daniel Feichter – RedOps GmbH (2022)



Call Stack Analysis: Win32-API Loader
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Call Stack Analysis: NTAPI Loader
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Call Stack Analysis: DSC Loader
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Call Stack Analysis: IDSC Loader
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Call Stack Analysis: IDSC Loader
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Call Stack Analysis: IDSC Loader
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Summary: Call Stack Analysis

• Win32-API -> Loader most legitimate call stack -> in practice (without
unhooking) useless

• DSC Loader -> totally weird stack -> syscall and return outside ntdll.dll 

• EDR -> ETW or EtwTi to analyse syscall- and return address -> 100% IOC

• IDSC Loader -> spoof syscall- and return address

• EDR Evasion -> from all four shellcode loaders -> most legitimate call stack
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Summary: Call Stack Analysis

• What if EDR analyse entire call stack?

• Indirect sycalls can be detected (Etw or EtwTi)

• Consequence -> entire call stack must be spoofed

• Outside of scope for this talk

• Thread call stack spoofing -> Alessandro Magnosi (@KlezVirus)

• https://www.youtube.com/watch?v=dl-AuN2xsbg&ab_channel=x33fcon

• https://klezvirus.github.io/RedTeaming/AV_Evasion/StackSpoofing/

• https://github.com/klezVirus/SilentMoonwalk
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Chapter Eight
Summary and Closing



Summary
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• Ring Model 
• User space 
• Kernel space

Windows Syscalls

• Related to NTAPI 
• SSN differs 
• Bridge between 

user space and 
kernel space 

Concept Direct Syscalls

Win32-API Loader

• Shellcode loader based on 
Win32APIs 

• Without e.g. unhooking pretty 
useless to evade EDRs

• In our case reference loader 

NTAPI-Loader

• Implement whole syscalls stub 
into assembly 

• Evade EDR user mode hooks 

Windows NT Basics

• Transition from 
Win32-API to NTAPI

• Don’t longer access 
kernel32.dll  



Summary
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• Implement whole 
syscall stub into loader 

• Detected if EDR use 
ETW

Indirect syscall loader 

• Implement part of stub 
• Execute/spoof syscall and 

return from ntdll.dll 
• Evade EDR syscall and ret 

check based on ETW

Call Stack Comparison 

• Win32-API perfect stack but…
• DSC  - loader totally weird stack
• IDSC – loader more legitimate 

stack   

Direct Syscall Loader

EDR stack analysis

• ETW analyse entire stack
• Indirect syscalls detected 
• Entire stack from loader must be spoofed,

e.g. SilentMoonWalk



GitHub Repo: Workshop 

• Check out the following GitHub Repository 

• Get Hands on! -> Syscall Workshop

https://github.com/VirtualAlllocEx/DEFCON-31-Syscalls-Workshop
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https://github.com/VirtualAlllocEx/DEFCON-31-Syscalls-Workshop
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Many Thanks 

BSides Munich! • Thank you for the opportunity to speak at 

BSides Munich again in 2023!
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